Cryptography i

(See lecture notes for CS4830 at
https://www.noahsd.com/crypto lecture notes.htmi .)

Noah Stephens-Davidowitz, April 17, 2026


https://www.noahsd.com/crypto_lecture_notes.html

Announcement from Eva



Announcement from Eva

Next homework posted.



Sending a message privately
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Sending a message privately with a shared random secret key

(Using Shannon’s one-time pad) B
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Public-Key Cryptography

[Diffie, Hellman 1976]

Whitfield (“Whit”) Diffie Martin Hellman
“New Directions in Cryptography”, 1976.



Sending a message privately with a shared “random" secret key

Using key agreement M
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Key agreement (aka, Key Exchange)
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Modular Exponentiation

Why are we talki
mod_opertov (.

ry)about this? (For good reason!)
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The repeated squaring algorithm for modular exponentiation

Why are we talking about this? (For good reason!)
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The Discrete Logarithm

Why are we talking about this? (For good reason!)
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Diffie-Hellman Key Agreement

Public modulus g and public element g with order p (with appropriate number-theoretic properties).

Alice Bob
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Diffie-Hellman Key Agreement

Public modulus g and public element g with order p (with appropriate number-theoretic properties).

Alice Bob

aNZp bNZp

A :=29mod g

B := g’ mod ¢

<

Output B¢ mod ¢ = g%’ mod ¢ Output A” mod ¢ = g%’ mod ¢



Diffie-Hellman Key Agreement

Public modulus g and public element g with order p (with appropriate number-theoretic properties).

Alice Bob
a~Z2, b ~ Z,
A = g°mod g
>
B :=g’mod g
<
Output B¢ mod ¢ = g%’ mod ¢ Output A” mod ¢ = g%’ mod ¢

The Decisional Diffie-Hellman Assumption (DDH): No efficient algorithm can tell the difference between
(g,g* mod ¢, g® mod ¢, g°° mod ¢) and (g, g% mod ¢, g” mod ¢, g€ mod ¢) for random c.




